
If we tried to settle a debate over the phone through 
the flip of a coin, you might not want to trust me about 
the outcome. As it turns out, there is a fool-proof way 
of doing this – an arcane bit of computer science called 
a cryptographic hash function, which is also the genius 
behind the much-talked-about virtual currency Bitcoin. 
However we don’t need to know any maths to debate 
whether Bitcoin has the attributes we expect of money. 
Despite some similarities with gold, we have doubts that 
Bitcoin can sustain the requisite confidence needed to 
compete with regulated, central-bank-assured legal tender. 

What is it?

Bitcoin is an electronic currency created in 2009. Built on an 
algorithm, Bitcoin is controlled by code; there is no central 
bank or regulatory authority – none is required, just as no 
one owns the technology of email. 

The best comparison is with gold. Gold is backed by its 
rarity, chemically inert nature, and limited supply. Bitcoin 
is backed by a robust mathematical algorithm. Just as 
the global gold supply is finite, growing by 1-2% annually, 
Bitcoin supply is similarly finite. 

Built into the cryptography is a rule to cap the total units in 
circulation at 21 million (expected to be 2140). There are 
currently around 11 million in circulation, with 3,600  
created daily.

Coins are a reward to users who have become Bitcoin 
‘miners’. Whenever a transaction takes place, it must be 
processed. This is done by mining, whereby participating 
computers solve a mathematical problem to verify the 
transaction. Every problem solved results in one coin block 
being processed. As a reward, a miner earns new Bitcoins. 
Just as gold mining companies are incentivised to enter 
production by selling metal at a profit, coin miners are 
incentivised to provide computer processing power.

The clever – or possibly not so clever – characteristic 
of the system is its transparency; no one can exercise 
control since it is entirely open-source and decentralised. 
All transactions can be checked in real-time by anyone. 
Protection comes from the heavily peer-reviewed 
algorithms, akin to those used for online banking. 

HeaDS i Win, tailS you loSe?

tails you lose?
heads I win,

How Bitcoin makes a cryptographic hash of being a real currency
By Matthew Bennison

Inside a cryptographic hash function

To conduct a fair coin toss by phone, we must 
initially agree on a “one-way function”. These 
functions can best be thought of as a program 
that takes a number, say 13, and transforms 
it into an output, say 274, via a set of secret 
calculations. The key feature of these is that 
they cannot be back-calculated. You must 
not be able to find a way to 13 from 274. So, 
I flip a coin and we agree that if it’s ‘heads’, 
I’ll choose an even number, and vice versa for 
‘tails’. Assume the coin lands on heads; I pick 
the even number 16. I enter 16 into our agreed 
“one-way function” and reveal the output, 
379, to you. As it’s impossible for even the 
most qualified of hackers to reverse-engineer 
our one-way function, you have no means of 
getting back to 16. So you can’t tell if it was 
even or odd. Let’s say that you correctly call 
heads. I reveal that you are correct, and tell 
you that the input was 16. You verify this by 
passing 16 through your identical program to 
get the output 379. So we agree. Were I to lie, 
and tell you an odd number for tails, you could 
call my bluff because it would not generate 
379 for you. 
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Follow the money

This begs the question: should we consider Bitcoin an 
investable asset or currency?

To be considered money, a commodity must fulfil the 
following four characteristics: operate as a medium of 
exchange; be a unit of account; act as a store of value; and 
provide a means for deferred payment, or credit.

As a medium of exchange, transactions worth $100 million 
occur daily, and Bitcoins are relatively easy to acquire online 
through market-makers. Yet regulation could easily put 
pay to that. To date, most Western economies have been 
relatively supportive, but Russia, for example, has issued 
warnings that Bitcoin – as a parallel currency – is or will 
become illegal. Japan has moved to treat the unit in line with 
other tradable currencies. Britain seems supportive and may 
shelve plans to tax Bitcoin trading. But the more traction it 
gains, the greater will be the scrutiny. 

There is no doubt Bitcoin is being used as a unit of account. 
A number of online goods retailers are taking them, and 
some gambling sites are accepting them as collateral. But 
for it to succeed, it will need to establish greater stability. A 
Bitcoin was valued at $13.51 at the start of 2013, peaking 
at $1,148 in early December, only to fall back to $757 a few 
weeks later. It cannot help that 47 individuals account for 
roughly 30% of all Bitcoins in circulation.

Credit where credit’s due

As a store of value, the collapse on February 28 of MtGox, 
the largest online exchange, with the loss of 850,000 
customer Bitcoins after its systems were hacked, highlights 
the current vulnerability of the system and the regulatory 
limit of open-source transparency. A regulated currency 
permits the central bank to control supply and so navigate 
the problem of asset bubbles and collapses. Quantitative 
easing will have introduced over one trillion new US dollars 
into the monetary system by the end of 2014. An algorithm 
cannot play lender of last resort.

An obvious use of money is its role in allowing people to 
bring forward or defer the use of expected and or current 
income through the payment of interest. How would an 
interest rate be established, globally, for Bitcoin? With the 
algorithm running and uninterruptable, this would not be 
possible. As supply is fixed, interest rates could soar (or 
collapse) with little warning. 

For wider adoption as a currency, Bitcoin faces a paradox. 
Regulation threatens its growth, but without it, it is unlikely 
to command the necessary confidence to work for a wider 
public. That said, it is an impressive computational and 
organisational feat, and as a commodity may well continue 
to attract willing punters, through trading and mining, with 
an exotic taste for something that is both highly speculative 
and elegantly geeky.

“ it cannot help that 47 individuals account  
for roughly 30% of all bitcoins in circulation.”
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